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ABSTRACT

The article explored new needs in the higher educa-
tion system in Russia in the context of global digitali-
zation of society. The innovative possibilities of using 
the new social network technologies blockchain, 
big date, collective intelligence technologies, artifi-
cial intelligence in higher education were analyzed. 
Russian projects for their use in the practical activi-
ties of Russian teachers are considered. Based on 
the methods of system analysis, new guidelines in 
the training of specialists have been identified and 
characterized: the development of forms of collecti-
ve creativity, participation in complex projects based 
on blockchain technologies, the involvement of ini-
tiative youth in the framework of crowdsourcing tech-
nologies, the development of individualized training 
based on artificial intelligence technologies. The 
modern Russian higher education system is striving 
to fulfill these needs, but at the moment, innovations 
are at the stage of pilot projects. There is a need for 
their wider development and mass adoption.

Keywords: 
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RESUMEN

El artículo exploró las nuevas necesidades en el sis-
tema de educación superior en Rusia en el contexto 
de la digitalización global de la sociedad. Se ana-
lizaron las posibilidades innovadoras de utilizar las 
nuevas tecnologías de redes sociales blockchain, 
big date, tecnologías de inteligencia colectiva, inte-
ligencia artificial en la educación superior. Se consi-
deran proyectos rusos para su uso en las actividades 
prácticas de los profesores de ruso. Con base en los 
métodos de análisis de sistemas, se identificaron y 
caracterizaron nuevas pautas en la formación de es-
pecialistas: el desarrollo de formas de creatividad 
colectiva, la participación en proyectos complejos 
basados en tecnologías blockchain, la participación 
de jóvenes de iniciativa en el marco de tecnologías 
de crowdsourcing, el desarrollo de entrenamientos 
individualizados basados en tecnologías de inteli-
gencia artificial. El moderno sistema de educación 
superior ruso se esfuerza por satisfacer estas nece-
sidades, pero en este momento, las innovaciones se 
encuentran en la etapa de proyectos piloto. Existe la 
necesidad de su desarrollo más amplio y adopción 
masiva.
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INTRODUCTION

The digitalization of all spheres of life in modern society 
presents new requirements for the modernization of the 
higher education system. The development of new social 
networking technologies actualizes the problem of their 
use for educational purposes, including the Russian mar-
ket of educational services. An analysis is required of the 
impact of new information social network technologies on 
collective creativity strategies, on the processing, struc-
turing and storage of information, on new methods and 
approaches in the higher education system.

MATERIALS AND METHODS

The pilot projects stood as the research materials, which 
based on strategies for using new social networking tech-
nologies, such as crowdsourcing, blockchain, big date, 
and collective intelligence and artificial intelligence tech-
nologies. To consider the specifics of the work of new net-
work technologies in higher education, we used a system-
atic approach, hermeneutic methodology, and axiological 
method.

New strategies for the formation of professional education 
based on new social networking technologies are present 
in the Russian system of higher education as individual 
projects. There is a need for their wider use, taking into 
account the development trends of a network society.

RESULTS AND DISCUSSION

The development of the higher education system in Russia 
within the framework of building the information society is 
mostly determined by the ability to adapt innovations in 
the field of information technologies to their needs. The 
development of new network technologies creates funda-
mentally new opportunities for increasing the efficiency of 
mastering educational programs and, at the same time, 
also creates new risks due to problems of digital inequal-
ity, the costs of information wars (Hulme & Goodchild, 
2017).

At the beginning of the XXI century, scientists focused, 
on the one hand, on the qualitative characteristics of in-
formation, which led to the emergence of the concept of 
knowledge societies. On the other hand, they examined 
the threats posed by the growing variety of information 
interactions, which led to the emergence of the term “risk 
society”. Today, researchers are paying more attention 
to analyzing the global network nature of the information 
society.

The development of networks of various levels and the in-
teraction between them in the context of an avalanche-like 
increase in information flows determined the demand for 

new technologies based on collective strategies for the 
development, processing, structuring and storage of ex-
isting and created knowledge. Given the ongoing social 
and technological changes in the information society and 
the development of social networking technologies such 
as blockchain, crowdsourcing and collective intelligence, 
it is necessary to search for new strategies in vocational 
education in Russia. Moreover, there is need in the devel-
opment of approaches to the management of education in 
the university cluster that meet the requirements of mod-
ern social reality.

The purpose of the study is a comprehensive analysis 
of the impact of modern social network technologies 
(such as blockchain, crowdsourcing, and collective intel-
ligence), based on collective strategies for the develop-
ment, processing, structuring and storage of existing and 
generated knowledge. Also based on the creation of new 
vocational education strategies, approaches to managing 
education in a university cluster, aimed at the formation of 
professional and personal qualities of the student.

The purpose of the study determines the main tasks of the 
work such as:

 1) to reveal the specifics of modern technologies of so-
cial networks (crowdsourcing, blockchain, big date, col-
lective intelligence technologies, artificial intelligence); 2) 
to analyze the impact of social networking technologies 
on the formation of professional and personal qualities of 
a student; 3) to identify new educational strategies and 
approaches to educational management in the university 
cluster of Russia, aimed at the formation of professional 
and personal qualities of a student and compliance with 
current trends in the information development of society. 
The theoretical and practical significance of the study in-
cludes a synthesis of trends related to the needs of mod-
ern education. This could be helpful in the development of 
specific methods and educational programs for the train-
ing of highly qualified professionals.

At present, it seems very relevant to conduct a methodo-
logical analysis of social networking technologies in the 
context of changing vocational training. It is necessary to 
develop a strategy for the modernization of the existing 
education system and determine its basic principles and 
directions. In recent years, scientists have been actively 
discussing the main trends and prospects of the transition 
of the information society from the stage of the post-indus-
trial society; to the knowledge society, risk society (Beck, 
2008; Bechmann, 2010; Rosa et al., 2015; Skorodumova 
et al., 2019); And Finally, The Network Society (Castells, 
2016, 2018; Giddens, 2018).
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According to Castells (2016), informatization and globali-
zation contribute to the formation of a network society. The 
latter could be understood as a dynamic, self-expanding 
form of organization of human activity. Due to its proper-
ties, information easily penetrates any barriers and boun-
daries. Knowledge and information circulate in networks 
representing structures in which relations between people 
are carried out not only based on economic interests, but 
also in accordance with accepted norms and rules. The 
network structure transforms all spheres of social and 
economic life, which increases the popularity of corpora-
te networks, e-commerce and mobile telephony. The so-
ciety of network structures is a new public order (organic 
self-organization), which in the long-term prospective will 
allow a qualitative change in people’s lives.

The modernization of society, its economic, political and 
social structures requires the search and implementation 
of new social practices. Social engineering is one of them, 
and it opens up new possibilities for solving transformation 
problems. Social technology is an essential mechanism of 
social engineering. Despite the fact that scientific publica-
tions give a different interpretation of this concept, modern 
researchers in the analysis of social processes, trying to 
solve social problems and to design and implement com-
municative influences, are using it. We are talking about 
technologies such as blockchain (Tapscott & Tapscott, 
2016), crowdsourcing (Botto, 2017), and collective inte-
lligence (Gloor, 2017); Researchers consider these tech-
nologies both in terms of the specifics of their application 
and analysis of the social and philosophical consequen-
ces of their use. Today, a professional must be able to 
apply social technology to solve social problems. At pre-
sent, society needs fundamental changes in the system 
of vocational education: while professionals who received 
education in the twentieth century, as a rule, had enough 
knowledge for the long-term implementation of work in the 
specialty. In the modern world (Evreeva, 2018), the dy-
namic nature of the information society requires special 
qualities associated with constant retraining and a kind of 
reprogramming of a person in accordance with the chan-
ging needs of a rapidly growing business environment. 
Baumann et al. (2014), considers modern strategies in the 
field of education and indicate that education should meet 
the requirements of the modern dynamic world, market 
economy and information culture.

A significant restructuring of the entire traditional (clas-
sical) education system (Evreeva, 2018) is happening 
mainly because the education is no longer considered 
a privilege of a certain social group or an attribute of a 
certain age group. People learn throughout their lives. 
A new educational strategy is emerging and considers 

lifelong learning. This corresponds to a new approach to 
education - to learn how to learn. Having considered the 
results of empirical and theoretical studies conducted by 
leading scientists, the authors concluded there are some 
problems that require further development and research. 
These include determining the specifics of modern tech-
nologies of social networks (blockchain, crowdsourcing 
and collective intelligence), the personal qualities of a 
professional, justifying the need for new educational stra-
tegies and ways to organize training in a university cluster.

The information society as a global network structure is 
formed at the junction and interaction of networks, inclu-
ding professional ones. Castells defines a network society 
as a society whose social structure is built around net-
works that are activated using digitized information and 
communication technologies based on microelectronics. 
The network affects a person, subordinating its logic, tur-
ning interaction with it into a lifestyle. Unlike industrial and 
early forms of post-industrial societies, where individual 
initiative dominates, a modern network society requires 
the ability to collaborate collectively, which is determined 
by the needs of the network as a whole. Based on the prin-
ciple of decentralization, network structures are extremely 
unstable, and their development has a certain non-linear 
character.

Research innovations are actively being introduced, ta-
king into account the fact that the proposed ideas and 
concepts attract other members of the community, and 
this leads to a kind of competition between them. When 
the situation becomes unstable, groups may break up. 
This leads to a state of chaos, with possible fluctuations 
that can lead the system to a bifurcation point. The latter 
can reveal fundamentally new levels of problem solving. 
The non-linear dynamics of the network does not allow 
accurate forecasts. Competition between networks for 
survival, by analogy with natural selection, gives an ad-
vantage to networks that are able to quickly provide the 
necessary information or generate new information for a 
specific task. This poses the problem of overcoming net-
work redundancy. On the one hand, it is necessary to filter 
out users who generate noise, inefficient information, and 
on the other hand, to attract active members who are able 
to create new ideas and innovations.

The ability to attract the most creative professionals to the 
network is largely based on their trust in the network, on 
the belief that their ideas will not be used by someone 
else. Such an approach requires the search for new forms 
of manifestation, storage and translation of ideas. The 
success of network interactions largely depends on the 
degree of trust of network users in it. Trust is an essential 
need of the information society. A representative example 
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of this is the on-demand deployment of IBM e-business 
technologies, which offer significant economic benefits. 
The main idea of ​​an on-demand e-business strategy is 
the ability to lease information services and technologies. 
The hosting center can control financial flows and finan-
cial statements only if there is confidence in the integrity 
and transparency of its intentions.

In the context of the coronavirus pandemic, the need to 
use such technologies for the education system have 
been clearly manifested. The implementation of the edu-
cational process using the Internet, revealed the lack of 
available information resources, especially for conducting 
streaming lectures, distributed conferences, and practi-
ces in a virtual environment. The adapted use of business 
technology on demand in the education system could sig-
nificantly solve this problem. The need to choose reliable 
platforms for realizing the goals of effective education in 
the digital age is one of the most pressing problems of the 
modern system of higher education (Bowen, 2018). 

Another popular technology for social networks is bloc-
kchain. The initial equality of participating authors, who 
are offered free identification, abstraction from their social 
status, openness and transparency, accessibility and pro-
tection of information from distortion create the most fa-
vorable conditions for cooperation and interaction on the 
principles of honesty and common interest. Blockchain 
plays a big role in the development of “idea factories”, 
which focus the creative ideas of schoolchildren and stu-
dents. It provides technical protection of information from 
changes and makes it accessible to the entire network 
community. Appearing as a technology for using crypto-
currencies (Tapscott & Tapscott, 2016), the blockchain 
quickly became popular. The blockchain provides equal 
access to information when the results of transactions re-
lated to debiting or crediting bitcoins to an account are 
accessible to everyone on the network using this techno-
logy, which makes the procedures completely transparent 
and inaccessible to scammers. The strategic potential of 
its practical implementation have been gradually recog-
nized in other areas. Storage of all transactions and their 
availability for business analysis allows us to evaluate 
the reliability of the company (Boroomand et al., 2016). 
Databases about the services provided by lawyers, doc-
tors and consultants, and their results allow us to analy-
ze professional competence without reading reviews. 
Blockchain provides new opportunities for assessing 
the real significance of scientific innovations, their mar-
keting costs, as well as for assessing the potential effect 
of their implementation by analyzing the subsequent work 
of companies buying these innovations. In the education 
system, one of the pressing problems is the problem of 

ensuring intellectual property in the latest educational pro-
grams and resources. This is especially true of open edu-
cation. Modern intellectual property systems are not able 
to protect copyrights, which leads to the fact that original 
copyrighted methods, educational programs containing 
significant innovative potential are closed and treated as a 
trade secret. The introduction of blockchain technologies 
would stimulate the discovery of innovative educational 
materials, since it would clearly fix their reuse and recei-
ve rewards for it (Kirillova et al., 2018). Blockchain plays 
a significant role in the identification of students. This is 
especially important in the context of certification and ob-
taining documents about education remotely. The identifi-
cation procedure when using blockchain technologies is 
greatly simplified; less involvement of forces and technical 
resources is required, which creates an opportunity for wi-
der use of distance learning technologies (Kirillova et al., 
2018). 

Blockchain technology laid the foundation for the im-
plementation of the principle of trust. Free identification, 
which implies the initial equality of the parties entering the 
system without manifesting differences in their status, ac-
cessibility and transparency of information, its protection 
from distortion and changes, publicity, creates a favorable 
environment for interaction based on collective interests, 
honesty and openness.

Networking technology can accumulate the creative po-
tential of different people and stimulate the emergence of 
original and innovative ideas. Crowdsourcing as a techno-
logy of a social network creates the conditions for solving 
non-standard tasks, as a rule, on the basis of good will, 
covering a huge number of people thanks to the Internet 
without taking into account their various physiological 
and social characteristics. One of the pilot projects that 
unleashed the potential of collaborative research was 
the SETI @ home (SETI @ home) project, when in 1999 
volunteers provided their computers to process signals 
collected by NASA. The signals were decrypted during 
the search for extraterrestrial civilizations. Since then, the 
range of resolved problems has expanded (Howe, 2012). 
Crowdsourcing technologies are more widely used in de-
sign solutions, joint development of a brand (Citycelebrity), 
product or content, search for missing people, public opi-
nion polls on the most significant issues, voting, search 
for innovative approaches to solving problems, etc. 
Crowdsourcing has a significant impact in areas such 
as economics, politics, and social life (Howe, 2012). No 
less productive is the use of crowdsourcing in the higher 
education system. The introduction of design teaching 
methods requires the use of new forms of interactive in-
teraction between the teacher and students (Shutaleva et 
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al., 2019), creating a competitive environment, which can 
be effectively implemented using crowdsourcing. Using 
the project approach to training requires the involvement 
of significant amounts of information, the development of 
methods for assessing their relevance and selection of 
material. The creation of competing mini-groups and the 
use of crowdsourcing technologies to attract interested 
parties to the project can increase the efficiency of the 
process of both collecting material and processing it and 
putting forward innovative ideas.

An avalanche-like increase of the amount information 
in networks leads to a situation where even in a highly 
specialized field it is impossible to analyze all signif-
icant sources, which requires the creation of advanced 
expert systems based on collective intelligence technol-
ogy (Brockman, 2016). The specificity of this technol-
ogy implies that professionals unite in a global network 
structure in accordance with the synergetic principles of 
self-organization for solving specific problems and mak-
ing collective decisions. Such networks accumulate the 
generated volume of knowledge and innovative ideas that 
have been processed by intelligent information systems, 
as well as by the professionals involved in these networks. 
The number determines competition between networks 
and quality of problems solved, which leads to a situation 
where the most successful professionals are combined 
into one structure. In such a network, professionals are 
being ranked by the system itself, depending on their con-
tribution to this network community. Status growth does 
not depend on external regalia, but on their activity in the 
network and the effectiveness of problem solving. To ex-
pand their capabilities, such networks will seek to merge 
with each other, so that ultimately all available knowledge 
and their carriers will be combined into a single system 
called collective intelligence.

Competition, individualistic self-promotion of a profession-
al or team is replaced by an awareness of the importance 
of collective activity as the key to success in the informa-
tion age (Crawley et al., 2014).

In a higher education system, where the development of 
research skills and a creative approach is one of the most 
urgent tasks, the development of work skills in collective 
intelligence systems is strategically important. The first 
steps in this direction have already been taken in the do-
mestic education system (Kostenko, 2016). 

It can be assumed that such networks will tend to unite 
into one system, called the collective mind (Gloor, 2017). 
According to Brockman (2016), bringing people into net-
work communities in the future should increase the level of 
collective intelligence.

The practice of creating networks, accumulating the cre-
ativity of students, is becoming very relevant in modern 
conditions. Society needs radical changes in education. 
The dynamic nature of the information society requires 
the special qualities of a professional associated with 
constant retraining and a kind of reprogramming in accor-
dance with the changing needs of an intensively develop-
ing business environment. Hence the urgency of forming 
the ability of teamwork skills, determining one’s own capa-
bilities, developing an algorithm for embedding in creative 
teams. These skills must be developed starting from the 
first course of study at a university. The first steps in the 
Russian system of higher education have already been 
taken (Kostenko, 2016).

The need for a fundamental transformation of vocational 
education in the context of intensive digitalization of soci-
ety is becoming apparent. In the past, the goal of educa-
tion was to gain knowledge represented by a complex of 
verified, reliable and systematized information, perceived 
as scientific truth within the framework of the correspond-
ing paradigm. However, in a network society, the empha-
sis is on the possibility of using this or that information to 
solve a goal within a specific project.

Project-based learning contributes to the acquisition of 
knowledge, reveals the close connection between the-
ory and practice, and develops the creative potential of 
students and their communication skills. This approach is 
aimed not only at vocational training (specialization), but 
also at the socialization of students, their understanding 
of the social and humanistic meaning of their future work.

CONCLUSIONS

Using the capabilities of new social network technologies, 
such as crowdsourcing, blockchain, big date, collective 
intelligence technologies, and also systems based on ar-
tificial intelligence, meets the modern needs of a higher 
professional education system in the context of intensive 
digitalization and the development of a network society. 
At the same time, in Russian higher education institutions 
there are only a few pilot projects using these technolo-
gies. Awareness of their heuristic potential, based on 
collective forms of students’ creative activity, creation of 
reliable guarantees for the protection of intellectual prop-
erty of students and teachers, project modeling of educa-
tional and research activities in universities, involvement 
of a wide range of interested parties in solving problems 
is necessary.
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